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Summary of Doctoral Dissertation

Title of Doctoral Dissertation:
Study on Continuous Authentication Using Dynamic Biometrics of Keystroke

and Mouse Dynamics

Name: Takeshi Yamada

This paper is a study on continuous authentication algorithm Dynamic Probability Trust Model
(DPTM).

Chapter 1 describes the research background and purpose. The security level is low with one-time
authentication at current login. In order to keep the security level high, it is necessary to perform
authentication continuously even after login. We focus on keystroke and mouse dynamics as a method of
continuous authentication, and outline the research conducted so far.

Chapter 2 describes related research. In particular, we describe in detail the Trust Model (TM) and
Dynamic Trust Model (DTM) related to DPTM proposed newly in this paper. We also described the
issues of TM and DTM.

Chapter 3 describes the Dynamic Probability Trust Model (DPTM), which is the main part of this
paper. It was explained how to calculate the variation of Trust value from the features obtained from
keystroke and mouse dynamics. And the adjustment method of the parameter was also explained.

Chapter 4 describes the evaluation experiment. The acquisition method of log data for 51 experiment
cooperators, the feature quantity to handle, the creation method of a regular user profile, the setting
method of the dynamic parameter were explained, and the experimental result was described.

In Chapter 5, a comparison experiment with DTM was performed. False Recognition Rate, False
Acceptance Rate, and Equal Error Rate were calculated, and a continuous authentication performance
table was created.

In Chapter 6, we examined authentication accuracy, comparison with DTM, changes over time, and
initial values of dynamic parameters.

Chapter 7 describes the summary and future works. The newly proposed DPTM algorithm and
evaluation experiments are summarized.



